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Abstract — At this paper focus on Malicous Software also known as Malware APT1
(Advance Presistent Threat) codename WEBC2-DIV the most variants malware has criteria
consists of Virus, Worm, Trojan, Adware, Spyware, Backdoor either Rootkit. Although,
malware could avoidance scanning antivirus but reverse engineering could be know how
dangerous malware infect computer client. Lately, malware attack as a form espionage
(cyberwar) one of the most topic on security internet, because of has massive impact. Forensic
malware becomes indicator sucessfull user to relized about malware infect. This research
about reverse engineering. A few steps there are scanning, suspected packet in network and
analysis of malware behavior and dissambler body malware.

Keyword — forensic malware, Analysis, Advance Presistent Threat, Cyberwar,

disassembler, static analysis, dynamic analysis

I. INTRODUCTION
Recently a number of program created for

criminal and illegal purpose growth fast. This
Program is malware that creates a growing
organization, a criminal computer. Definitely,

criminal malware take over client’s computer and
steal personal data, confidential or information of a
beneficial nature. this case presure investigation
digital forensic and research security to secure
malware attack analysis and use tools that can be
relied on beside antivirus.

Today, malware forensics take a part [4]. The aim
malware forensic that can identified and analyzed
malware which undefined. Many malware created has
capable to avoid detection antivirus. Because of that,
needs to know analyz malware should be detail about
malware capability it self until known impact damage
and theft personal data.

Privacy safety, integrity and availability in a real
computer system is a challenging task. Increasing
amount of system and complex malware between
both of them makes secure protection and accurate
every system could take time and prone to error.

Thanks to Ministry of Research, Technology and
Higher Education for grant lecturer beginner research
. The beginner lecturer research grant is hopeful that it
will continue to automate malware detection cutting
down scan time.

A discussion of the fundamental challenges and
issues/characteristics of malware has been done.
Identification of security and privacy issues within
this framework are highlighted . Study of the widely
used encryption techniques by malware damage in
securing sensitive information on cloud is debated.
Scope has been set for academicians and researchers.
Diverse versions of the encryption techniques
surveyed and analyzed to identify harmfull or damage
for cloud security [11].

Il. LITERATUR REVIEW

Malware analysis must be detailed and it take a
long time. Malware avoid faced antivirus categorized
good one. But, any aspect malware hide from
antivirus and it's hard to detected. A few malware
forensic tools can show value hidden malware is. In
addition, forensic techniques on various tools and
plugins more than avoidance analysis techniques.
This has become one of the bases for software
investigated [3].

Malware analysis one of security computer
analyzed malware, learn how and malware’s behave.
Malware analysis has two method statis analysis and
dynamic analysis. Analysis statis is method dissamble
malware without running. But, dynamic analysis is
running malware and look for behave itself [18]
Framework or pattern recognition techniques are
applied for detection of packed malware binaries. The
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proposed divided in two phases, first phase it
classified packed and non-packed executables. Once
an executable is classified as packed, the second
phase of classification finds packed benign or packed
malware executable. Result framework gain more
than 99.9% accuracy in the first phase of
classification and 95% accuracy in the second phase
of classification [5].

High demand Internet data transfer needs is highly
dependent on social factors. because the development
of technology is increasingly encouraged to
understand the mobility of end user needs. not limited
only that Human Resources must also be encouraged
to know more about the latest technology updates
[14].

At this paper focus on malware forensic, a few
malware has typical one of virus, trojan, adware,
spyware, backdoor, and rootkit capable attack fast to
infect operating system [6].

I1l. TAXONOMY OF MALICIOUS SOFTWARE

Created malicious software high growth for
cyberwar and spionage there are computer virus
which might be confused, such as backdoor, worm
and etc [5]. According that following paragraphs offer
definitions of these types of malicious software and
explanations:

A. Malware

Contraction of malicious software. Put simply,
malware is any piece of software that was written
with the intent of doing harm to data, devices or to
people. Theses family of malware, including worms,

viruses, Trojan horses, backdoors, bombs and
rootkits.
HOST
192.168.56.1
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B. A Trojan horse

a program that appears to be legal and executed by
victim that gives the attacker unauthorised remote
access to a system it can be harmful or advantages by
attacker.

C. Avirus

Recursive code it can replicates itself. In other
words, virus could attach in processes or be harm on
computer.

D. Aworm

Infect computer needs skill social engineering,
does not host or human to propagate. Worm works on
file-transport or information-transport features on the
system, allowing it to travel unaided.

E. Rootkits

Special tools used to attacker that allows someone
to takeover a computer without the computer
user/owner knowing about.

F. A backdoor

After take over computer victim’s by bypass
defense system operating. in could gain unauthorised
access and remote.

IV. ANALYSIS
At this section we describe our proposed malware
analysis schema reasearch forensic malware host and
guest Windows XP SP3. Phicys host IP 192.168.56.1
and Guest IP 192.168.56.101 this we use bridge
interface, fig 1

GUEST

Repo Guest

WHost WinXp
192.168.56.101

Figure 1 Porposed Model Forensic

Analysis malware, there are two main techniques
for analysis malware that are the most commonly
used method was static analysis and dynamic
analysis. Static analysis is a method of analysis of

malware that done without running the malware, so
analysis using this method is much more secure than
using the method of dynamic analysis. fig 2
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Sample Malware APT1 Scanning AntiVirus
Codename : WEBC2-DIV (Guest : Windows XP SP2)

Detected Report . Profilin Ekstract
Mallware? Scanning Antivirus Virtual Manager 0S Malwarg > Malware

Ya (Log - i i
=

Report Result
ynamic Analysis

Pra Analysis >

Static

Dy i - -
ynamic identify
Malware

Sample

Malware ] (Obfuscated) — Deobfuscated

[2]
Report Result
Static Analysis

Debugging [«— Dissassmbler

Figure 2 Anaylsis Malware

Malware WEBC2-DIV running at Guest, at Figure line blue malware running in name Div.exe, fig 3
== Window:

File Machine View Input Devices Help

[=] DARKMESSAGEADARKMESSAGE-COMOUTER]

Hacker View Tools Users Help

“= Refresh - Options | @& Find handles or DLLs -+ System information | | (o) 3%

Processes | Services | Netwerk |

XPl(malware) [RUnning| = Oracle VMViTtlal 6}

ocess Hack

Name [ PO _cPUJ i/ totalr. | Private by | User name [ Deseription I
E177 System Idle Frocess 0 97.00 0 NT AUTHORITASYSTEN
= System 4 236875 0 NTAUTHORITYASYSTEN  NT Kemel & System
BT smes ewe 452 1EBKE  NT AUTHORITYSSYSTEN  Windows NT Session Manager
[ corss.ene 656 158MB  NT AUTHORITY™SYSTEN  Client Server Auntime Process
1 £ winlogon.exe 680 69MB  NT AUTHORITYASYSTEN  Windows NT Lagon Application
E1[ services exe 124 200 58B/  236MB NTAUTHORITYASYSTEN Services and Contioller app
¥ VBoxervice.. 1328 1,36MB  NT AUTHORITYASYSTEN  VitualBox Guest Additions Service
[ svehostexe 1380 31ME  NTAUTHORITYASTSTEN  Generic Host Piocess for wind2 ...
[ svehost exe 1496 52B/s  188MB N.AMETWORK SERVICE Generic Host Piocess for win32
B svchost exe 1740 2188/ 1269MB  NT AUTHORITYASYSTEN Generic Host Process for win32
[ wsenify.exe 620 GEDKE .. \DARKMESSAGE-COMC  Windows Security Center Notfica.
[ svchost exe 1796 135MB  N.ANETWORK SERVICE  Generic Host Process for Wwin32
[ svehost.exe 1648 155MB  NT A ALOCAL SERVICE  Generic Host Process for win32
1 spoolsv.exe 1004 58B/  3.24ME NTAUTHORITYASYSTEN  Spoaler SubSystem Apn
[ svehost exe 1644 137MB NT A ALOCAL SERVICE  Generic Host Process for wind2
[ cisve.exe 1676 104MB  NT AUTHORITYSSYSTEN  Content Index service
[ alg.exe 1962 125MB NT A, \LOCAL SERVICE  Application Layer Gateway Service
[ kass.cxe 136 64B/s  393MB NTAUTHORITSYSTEN LS4 Shel [Export Version]
= oPcs [i}
[T Interrupts ]
B3 exploer.ene 608 56B/  16.23ME ..\DARKMESSAGE-COMC ‘windows Explorer
SA VBowTray.ene 576 163MB . \DARKMESSAGE-COMC  VinualBax Guest Addiions Tray A,
[P ctimon.cxe 604 0S8MB . \DARKMESSAGE-COMC CTF Loader
B 3 cloverere 63 B18MB . \DARKMESSAGE-COMC Clover

' explorer.exe 2848 8,55 MB _\DAAKMESSAGE-COMC Windows Explorer
0 C

7 I “\DARKMESSAGE-COML
< pythonw exe Ta4 2B/ £.28ME . \DARKMESSAGE-COMC
158 ProcessHacker.ene 33w 1.00 8.85MEB . \DARKMESSAGE-COML  Process Hacker
') GoogleCrashH andler.exe 1412 1.91MB  NT AUTHORITYASYSTEN  Gooals Crash Handler

|EPU Usage: 3.00% |Physical memony: 305,83 MB (14.94%) | Processes: 27

' Start| o malware - Clover ‘% Process Hacker [DA__

Figure 3 Process Hacker determine WEBC2-DIV
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After div.exe running at guest, wireshark on host trying to suspect through network, string cleartext we get and
malware trying to connect to thecrowngolf.org, fig 4

a @1 { stream content - =)
sier: fipareameaz] GET /css/about.htm HTTP/1.1
o, Time User-Agent: Microsoft Internet Explorer

Y517| Exelon MYHOSTNAME TC 49166 > 80 [SYN] Seq=0 Win=8192 Len=0 MSS ) WS=2
70.04181| Host: thecrownsgolf.org TCP 80 > 49166 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0 M
80.04195 Cache-Control: no-cache TCP 49166 > 80 [ACK] Seq=1 Ack=1 Win=65536 Len=0
90.04210 HTTP GET /css/about.htm HTTP/1.1
R TTTT/1-1 299 K P Server Tcp 80 > 49166 [ACK] Seq=1 Ack=141 Win=15680 Len=0
UBRBSIAN - onnection: Close TCP [TCP segment of a reassembled PDU]
120.05753| Content-Length: 258 TCP 49166 > 80 [ACK] Seq=141 Ack=151 Win=65536 Len=0
130.605754) Content-Type: text/html HTTP HTTP/1.1 200 OK (text/html)
14 0.05920 Date: Tue, 16 Aua 2016 23:27:27 GMT TCP 49166 > 80 [ACK] Seq=141 Ack=409 Win=65280 Len=0
150, 05920] [crtre convrsscon sasien TCP 49166 > 80 [FIN, ACK] Seq=141 Ack=409 Win=65280 Len
EBBEBEOAE (i | Qovees | Sev Jorsa Ofscox Ovaxoure Ocamys o ra | [IGH 80 > 49166 [FIN, ACK] Seq=409 Ack=142 Win=15680 Len
170.05951 e = TCP 49166 > 80 [ACK] Seq=142 Ack=410 Win=65280 Len=0
»Frame 6: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

» Ethernet II, Src: 00:0c:29:0f:9f:67 (00:0c:29:0f:9f:67), Dst: 00:0c:29:34:d2:69 (00:0c:29:34:d2:69)
» Internet Protocol Version 4, Src: 192.168.1.60 (192.168.1.60), Dst: 192.168.1.22 (192.168.1.22)
» Transmission Control Protocol, Src Port: 49166 (49166), DstPort: 80 (80), Seq: 0, Len: ©

0000 00 Oc 29 34 d2 69 00 6c 29 of 9f 67 08 00 45 00 )4dis )esgE
0010 00 34 00 ce 40 00 80 66 76 53 cO a8 01 3c cO a8 +4..@... VS...<..
0020 01 16 cO Oe 00 50 5b 7c 51 59 00 00 00 00 80 02 ..... P[] QY......
0030 20 00 5e 39 00 00 02 64 05 b4 01 63 03 08 601 01  ."9.... ........
0040 04 02

Figure 4 Host Excute Wireshark

Step before doing reverse engineering, host to do dissambler at OS Parrot OS and Kernel 3.16-04, fig 5.

@parrot
#lsb release -a && uname -a
No LSB modules are available.
Distributor ID: Parrot
Description:

Parrot 3.11

Release: 3511

Codename: stable

Linux parrot 3.16.0-4-amd64 #1 SMP Debian 3.16.39-1+deb8u2 (2017-03-07) x86 64 GNU/Linux
@parrot

Figure 5 Host Disassembler

First of all overview about file div.exe malware using Cutter software. Running cutter and insert div.exe we get
information about Hash and Library, at fig 6

It's time to do dissamble on the malware body so
it is found that the behavior of the parent malware on

Info

File: srkmessage/Pictures/div.iexe FD: 3 Architecture: x86

Format: pe Base addr: 0 Machine: i386

Bits: 32 Virtual addr: True 0s: windows

Class: PE32 Canary: False Subsystem: Windows GUI

Mode: -r-X Crypto: False Stripped: True

Size: 7168 NX bit: False Relocs: True

Type: EXEC (Executable file) PIC: False Endianness: little

Language: Static: False Compiled: on Mar 28 14:35:35 2011
Relro:

Hashes Libraries

MD5: le5ec6c06e4febb958dcbbofc636009d wininet.dll

SHAL: ed47563dd5cc300716a9ba7946424d538f095ce6 mfca2.dll

Figure 6 Overview Malware WEBC2-DIV

the guest and do the planting value in regedit

windows address
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HKEY_CURRENT_USER/Software/Microsoft/Wind like fig 7
ows/CurrentVersion/Run. Can be seen in color blocks

File Edit View Windows Help

Type flag name or address here

ool [ ]

0x00401267 Hexdump EE] Sidebar EE)
Name~ SiJ o of ST B O e D Parsing | information Function: ernet_Explorer Exel¢~
kz. Disassembly ~ | Endian |Littl ~ | ™ Offsetinfo:
FAMILY  cpu
Arch | x86 ~| Bits [ 32 - || stack null
. . Microsoft In ESIL dh.0x69 edi,+.+=|
ternet Explorer TYPE add
Exelon . exe.win | SIZE 3
REFPTR o
VAL 0x0000000d
BYTES 007769
D 8
PREFIX o
MNEMONIC add
OPCONF add hute Tedi + Nx
~ Opcade description:
.
3.0
ST 3..08.
-.3.1.D$H.LS..TS ~+ X-Refs to current address:
_.L5..05..LS.RPQ
= o Q00QQVQ. DSED. . . . Address  Instruction
T 2 S
Quick Filter n Dashboard s Strings  Imports  Exports Symbols Notepad .
Entry Points ® Sections

Name ~ Size Address End Address

> Populating UI
> Finished, happy reversing :) data 5632 _0x00401000 0x00403000

[ rsrc 512 0x00403000 0x00404000

Project saved: WEBC2-DIV
Project saved: WEBC2-DIV

Type "?" for help 3>

Figure 7 Address Malware On Regedit Windows

State disassemble not stop at this, body malware infected security computer then could be harmful.
got encryption that held important message can Like the encryption block color as fig 8 and fig 9

utter:

View Windows Help

Type flag name or address here

[ o ey | |

Functions EL Hexdump a® Sidebar o8
Name~ Size Imp. |Offset offset 01 23456789 AB CDE F 0123456789ABCDEF g . STACK  null -
£ 0x00481150 65 OB 0B 0B 13 0O 60 B0 17 60 6B 00 07 0O 6O 0O . Parsing | Information ESIL Tlesi 4l esi=
0x00451160 05 00 60 00 Gb 06 60 00 6 11 46 00 36 6b 36 47 . .3 Disassembly | Endian |Liw ~ | TYPE mul
0X00401170 70 6d 73 71 69 48 72 67 54 44 38 37 48 72 4 5S¢ [THIITITILN SIZE 4
0x08491180 66 33 30 64 67 7a 5a 37 73 74 32 78 2a 75 58 71 [ELRIEralieR Arch [x86 ~ | gits |32 -|| rerPR 0
0x08481190 6b 7a 80 08 53 6 66 74 77 61 72 65 5c 4d 69 63 L. Sof tware\Mic BYTES 3663647
0x084811a0 72 6F 73 6F 66 74 5c 57 60 6e 64 G6f 77 73 5c 43 rosoft\Windows\C D 213
0x004911b0 75 72 72 65 6e 74 56 65 72 73 69 6f 6e 5c 52 75 urrentVersion\Ru PREFIX 0
0x084911c0 Ge 0O 00 00 4d 69 63 72 6f 73 6T 66 74 20 49 6e n...Microsoft In MNEMONIC imul
0x804611d0 74 65 72 e 65 74 20 45 78 70 Gc 6f 72 65 72 20 ternet Explorer OPCODE  imul esi, dword ss

0x004011ed 45 78 65 6c 6f e 20 09 65 78 65 00 77 69 Ge 0O Exelon .exe.win. ANDRFSS  AwdN11A
0x004011f0 01 00 00 60 00 00 GO0 00 0O 00 60 00 0O 00 08 00 . ~ Opcode description:
0x00401200
000401210
000401220
000401230
0x00401240
000401250
000401260
0x00401270
0x00401280
©x00401290
000401230

~ X-Refs to current address:
Address  Instruction

0x004012b0 83 TN 23..]5.
7 5 Mhmai B T3 18
Quick Filter Dashboard Disassembly  Graph |GG Pseudocode Entry Strings  Imports  Exports Symbols Notepad Classes - Xt From carrent addral=
Entry Points B8 Sections B®
+ Poputating T Name ~|Size Address  End Address
> Finished, happy reversing :) [ .data 5632 0x00401000 0x00403000

src 512 0x00403000 0x00404000

Type "7" for help > Comments
Figure 8 HexDump value encrypt malware WEBC2-DIV
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RIE=

CUtter (&)

File Edit View Windows Help

€« > Type flag name c ere
Functions @@ Disassembly @ Sidebar B®
Name~ Size Imp. Offset 0%00401167 add byte [ecx + edx + 0x40], ch STACK null -
0x0040116h ~ add byte [esi], dh ESIL TLesi 4] % esi=
06x6048116¢ str.6k66pmsqiHrgTDBTHIO _ 30dgzZ7st2x uXgkz TYPE mul
0x0040116¢ .string "6keGpmsqiHrgTD7HrO\\f30dgzz7st2x*uXqkz" ; len-38 SIZE 4
0x00401192 add byte [eax], al REFPTR o
0%00491194 str.Software Microsoft Windows CurrentVersion Run: BYTES 36603647
0x00401194 .string "software\\Micresoft\\Windows\\CurrentVersion\\Run" ; len=46 D 213
0x004011c2 add byte [eax], al PREFIX 0
0%004011c4 str.Microsoft Internet Explorer Exelon: MNEMONIC imul
0X004011c4 .string 'Microsoft Internet Explorer Exelon " ; len-36 OPCODE  imul esi, dword ss
0x004011e8 js  Bx401250 ANNRESS  0vANT1RC
0%004011eb add byte [edi + ex691, dh ~ Opcode description:
0x004011ee outsb dx, byte [esi]
0x004011ef add byte [ecx], al
0%004911F1 add byte [eax], al
0x004011F3 add byte [eax], al
0x00401175 add byte [eax], al
0x004011F7 add byte [eax], al ~ X-Refs to current address:
0x004011f9 add byte [eax], al .
0x004011Fh add byte [eax], al Address  Instruction
0x004011fd add byte [eax], al
0x004011FF add bh, bh

000401201 invalid

[l
Quick Filte;
@8

Name ~ Size Address

Entry Points

> Populating UL
> Finished, happy reversing @)

»
“ Dashboard REEEENNI  Graph Hexdump Pseudocode Entry Points Strings Imports Exports Symbols MNotepad Classes

~ X-Refs from current addres -
Sections (=16

End Address

[ .data 5632 0x00401000 0x00403000

.rsrc_512  0x00403000 0x00404000

Type "?" for help

> [

&

Figure 9 Value string WEBC2-DIV encrypt on disassembler

Decode encrypt to get information about malware’s behave. One another hand, details where’s malware

sent data to his creator. Result decode we get as fig 10.

BHEE

PamotTemina|

File Edit View Search Terminal Help

Decrypt Malware APT1 WEBC2-DIV : http:

(program exited with code: @)

//thecrownsgolf.org/css/about.htm

|

Figure 10 Decode String Encrypt

V. CONCLUSION
After all doing reverse engineering, WEBC2-
DIV encode body’s malware as secure as to take
over user pc as espionage and mount dns on
thecrownsgolf.org. hard to decode because string
use different algorithm encrypt.

Then, malicious embedded itself on regedit,
explorer.exe and body. There is not clone itself but
the developer WEBC2-DIV makes to hard remove
them from PC victims.

WEBC2-DIV used to espionage activities
performed there are : (1) Phising email, (2) Phising
login credential, (3) Backdoor, (4) Remote trojan.
This malware well-known since 2010. That does not
out posibility malware WEBC2-DIV do update
itself by creator then encryption in body malware
more difficult than before.

At last word, this research aims to tell careful
about what we download and installed on computer
or laptop. Many programs created to have special
infected and record anything if victim connected to
internet.
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